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Background

e DNN is not robust to the adversarial perturbations.
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e Nearly all existing works ask a defender to perform over white-box ML models.
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What if a model owner may refuse to share the model details ? D
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Background

e DNN is not robust to the adversarial perturbations.

e Nearly all existing works ask a defender to perform over white-box ML models.

e Zeroth-Order (ZO) Optimization can be utilized for black-box defense but suffers
high variance for high-dimension variables.
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What Is ZO Optimization?
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Background

e DNN is not robust to the adversarial perturbations.

e Nearly all existing works ask a defender to perform over white-box ML models.

e Zeroth-Order (ZO) Optimization can be utilized for black-box defense but suffers
high variance for high-dimension variables.

What Is ZO Optimization?

+ 10 Optimization: Gradient-free optimization that leverages finite differences of
function values to estimate gradients, rather than requesting explicit gradient
information

Hin/(e) Advantages:
Fo zo Simple, easy to implement
X —loracle |~ V. Vf(0)}  * oracle @} « Provable convergence as first-
order optimization

Challenges:
@ +  Slow convergence
* Lack of scalability in high
\“r dimensions
r FO descent ZO descent
Liu, et al. "A primer on zeroth-order optimization in signal processing and machine learning",

IEEE Signal Processing Magazine, 2020
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Background

e DNN is not robust to the adversarial perturbations.

e Nearly all existing works ask a defender to perform over white-box ML models.

e Zeroth-Order (ZO) Optimization can be utilized for black-box defense but suffers
high variance for high-dimension variables.

Randomized Gradient Estimate (RGE)
. 1 -
Futw) = 2 30| 4 (6w + pu) - W)

i=1

Coordinate-wise Gradient Estimate (CGE)

d
Gulw) =3 [E(w + pe;) — L(w) ei] ’

i=1 K
£(w) . black-box function
w . the d-dimension parameter
{ui}?=1 : g random vectors
u : step size, known as smoothing parameter
e; € R : ith elementary basis vector

(1 at the ith coordinate and Os elsewhere)
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Randomized Gradient Estimate (RGE)
R 1 [d . .
Vwl(w) = p Z 5 (U(w + pu;) — £(w)) u; E> High variances

=1

Coordinate-wise Gradient Estimate (CGE)

a High
o L(w + pe;) — £(w) .
Vwl(w) = Z [ /; e, [:> Computation

= Cost

£(w) . black-box function

w : the d-dimension parameter

{w;}{., : qrandom vectors

u : step size, known as smoothing parameter
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Background

e DNN is not robust to the adversarial perturbations.
e Nearly all existing works ask a defender to perform over white-box ML models.

e Zeroth-Order (ZO) Optimization can be utilized for black-box defense but suffers
high variance for high-dimension variables.

Randomized Gradient Estimate (RGE e e e . . . .
) | 1 Td | (RGE) ] ] Zeroth-Order Optimization for high-dimension variables
Vwl(w) = EZ [; (&(w + pu;) — £(w)) ui] =) High variances suffers high variance 1 1 1

i=1
Coordinate-wise Gradient Estimate (CGE) Hiah 7o G
z L [e(w + pe;) — £(w) g 2 e | High
Vwl(w) =Y [ ’ ei] , [:> Computation » ’” “3.f7" | |pimension
i=1 u Cost > : W 4 | - > f———
CaigVivg J = Zigz:'s;: = Prediction

t(w) black-bc?x fun(‘:tion D'e s ) : \

w q : the d-dimension parameter White-box denoiser Black-box predictor

{w;};—, : g random vectors S r

u : step size, known as smoothing parameter Robustiﬁca_t?;,: R(f(x))

e; € R : ith elementary basis vector

(1 at the ith coordinate and Os elsewhere)
Dg : white-box denoiser with parameter 8

f : black-box predictor
I x : input @
fR
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Method

Do

White-box denoiser
White-box

------------------------------------
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Method _ _ _
The dimension of z is reduced!!
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White-box
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Method _ _ _
The dimension of z is reduced!!

----------------------------------------------------------------------

White-box denoiser _Black-box
............. White-box 1 SLooooooo...Blacksbox T
Z0
FO Gradient Gradient
\_ _____ -/ Estimation
dDg(x) df (z ldDg XS~
VoR(f(x)) = d; ) d(z) 2=Do(x) & d—o()lvzf(z) |

——————
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Performance

(White-box baseline)

(Black-box baseline)

FO ZO-DS ZO-AE-DS (Ours)

. T q=20 ¢=100 [q=192) ¢=20 ¢=100 q¢q=192 [q=192
fradiusr | RS [ FO-DS] FO-AEDS| pGE) ‘RGE) | RGE) | RGE) (RGE) (RGE) | (CGE)
0.00 (SA) | 76.44 | 71.80 75.97 19.50 41.38 44.81 42.72 58.61 63.13 72.23

0.25 60.64 | 51.74 59.12 3.89 18.05 19.16 29.57 40.96 45.69 54.87

0.50 41.19 | 30.22 38.50 0.60 4.78 5.06 17.85 24.28 27.84 35.50

0.75 21.11 | 11.87 18.18 0.03 0.32 0.30 8.52 9.45 10.89 16.37
Dataset: CIFAR-10 1.0
Black-box classifier: ResNet-110 p— ;%'QE'DDSS(RGE 25
White-box denoiser: DnCNN —— ZO-AE-DS (RGE: g ; 100)

0.8 —— ZO-AE-DS (RGE, q = 192)
FO First-Order optimization > St ek
Z0 Zeroth-Order optimization g 0.6 Z0-DS (RGE, q = 20)
RGE Randomized Gradient Estimate g St i
CGE Coordinate-wise Gradient Estimate 3 A
. £ 0.4 %
q the number of queries = RN
@]
RS Randomized Smoothing 0.2
DS : Denoised Smoothing
AE-DS : AutoEncoder-based Denoised Smoothing 6
(Ours) 0.0 0.5 1.0
£, radius
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